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1. Introduction and purpose
This policy sets out how Silhouette Youth collects, uses, stores, shares, retains and disposes of personal data. It explains the organisation’s responsibilities under the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and other relevant data protection legislation.
Silhouette Youth is committed to protecting the personal data of children and young people, parents and carers, staff, freelance practitioners, trustees, volunteers, donors, supporters, partners and any other individuals whose data we process.
Silhouette Youth is the data controller for the personal data it collects and processes. Silhouette Youth is registered with the Information Commissioner’s Office, registration reference A8289359.
2. Scope
This policy applies to all trustees, employees, freelance practitioners, volunteers, contractors and anyone else working with or on behalf of Silhouette Youth who may have access to personal data.
It applies to personal data held electronically, on paper, in images, in email, on secure online systems, and in any other format.
3. Key definitions
	Term
	Meaning

	Personal data
	Information relating to an identified or identifiable living person. This may include names, addresses, contact details, dates of birth, photographs, video or audio recordings, attendance records and similar information.

	Special category data
	More sensitive personal data, such as information about health, disability, race or ethnic origin, religious beliefs, biometric data, or other protected information.

	Data subject
	The individual whose personal data is being processed.

	Data controller
	The organisation that decides why and how personal data is processed. For most Silhouette Youth activity, this is Silhouette Youth.

	Data processor
	An organisation or individual that processes personal data on behalf of Silhouette Youth.

	Processing
	Anything done with personal data, including collecting, recording, storing, using, sharing, deleting or destroying it.


4. Data protection principles
Silhouette Youth will process personal data in line with the following principles. Personal data will be:
processed lawfully, fairly and transparently;
collected for specified, explicit and legitimate purposes;
adequate, relevant and limited to what is necessary;
accurate and, where necessary, kept up to date;
kept for no longer than is necessary;
processed securely and protected from unauthorised access, loss, damage or misuse;
handled in a way that respects the rights of data subjects.
5. Types of personal data we may process
Depending on the relationship with the individual, Silhouette Youth may process personal data such as:
names and contact details;
parent/carer and emergency contact details;
dates of birth and age group information;
attendance, registration and participation information;
medical, allergy, disability, access and wellbeing information needed to keep individuals safe;
photographs, video or audio recordings, where appropriate consent or another lawful basis applies;
staff, trustee, volunteer and practitioner records;
DBS and safer recruitment information where required;
donor, supporter, payment and finance-related records;
safeguarding, accident, incident or concern records where required.
6. Lawful bases for processing
Silhouette Youth will only process personal data where there is a lawful basis for doing so. The lawful bases may include:
consent, for example for some photographs, marketing or optional communications;
contract, for example where processing is needed to deliver a service, booking or agreement;
legal obligation, for example safeguarding, charity, finance, employment or health and safety requirements;
vital interests, where processing is necessary to protect someone’s life;
legitimate interests, where processing is necessary for the effective running of the charity and does not override the rights and freedoms of the individual;
substantial public interest or safeguarding reasons where special category data is processed to protect children, young people or vulnerable people.
7. Informing people how their data is used
Silhouette Youth will provide clear information about how personal data is used. This may be through privacy notices, consent forms, registration forms, staff information, website notices or direct communication.
Where personal data is collected directly from an individual, Silhouette Youth will explain why the information is needed, how it will be used, who it may be shared with, how long it will be kept, and how the individual can exercise their rights.
8. Individual rights
Individuals have rights in relation to their personal data. These rights include:
the right to be informed;
the right of access;
the right to rectification;
the right to erasure, where this applies;
the right to restrict processing;
the right to data portability, where this applies;
the right to object;
rights relating to automated decision-making and profiling.
Requests relating to data protection rights should be sent to the Data Protection Lead at admin@silyt.com. Silhouette Youth will normally respond to subject access requests within one calendar month, unless the request is complex or an extension is permitted by law.
9. Data security
Silhouette Youth will take appropriate organisational and technical steps to keep personal data secure. These include:
limiting access to personal data to those who need it for their role;
using secure electronic systems and password protection;
storing paper records securely;
not leaving personal data unattended or visible to unauthorised people;
using secure methods when sharing sensitive information;
taking care when using email, cloud storage, mobile devices or removable media;
ensuring staff, trustees, volunteers and practitioners understand their data protection responsibilities;
reviewing and deleting records when they are no longer required.
10. Sharing personal data
Silhouette Youth will only share personal data where there is a lawful basis and a clear reason to do so. Information may be shared with parents/carers, schools, local authorities, safeguarding partners, emergency services, insurers, funders, professional advisers, payroll or finance providers, IT providers or other partners where this is necessary and appropriate.
Personal data will not be shared informally or unnecessarily. Where safeguarding is involved, information may be shared without consent where this is necessary to protect a child, young person or adult at risk.
11. Safeguarding and data protection
Data protection law does not prevent information sharing where this is necessary to safeguard children, young people or adults at risk. Silhouette Youth will always prioritise safeguarding and the welfare of children and young people.
Safeguarding records will be handled sensitively, stored securely and shared only with those who need to know, in line with safeguarding procedures and legal requirements.
12. Photographs, video and media
Silhouette Youth may use photographs, video or audio recordings to support rehearsals, performances, celebration of work, publicity, reporting to funders or organisational records. Consent will be sought where appropriate, particularly for publicity and external use.
Images and recordings will be stored securely and used only for the purposes explained. Individuals may withdraw consent for future use where consent is the lawful basis for processing.
13. Retention and disposal
Silhouette Youth will keep personal data only for as long as it is needed for the purpose for which it was collected, or for as long as required by law, safeguarding guidance, insurance requirements, funder requirements or charity governance needs.
Records that are no longer needed will be securely deleted, shredded or otherwise destroyed. Safeguarding and child protection records may need to be retained for longer in line with safeguarding guidance and legal requirements.
14. Data breaches
A personal data breach is a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
All suspected or actual data breaches must be reported immediately to the Data Protection Lead at admin@silyt.com. Silhouette Youth will assess the breach, take action to reduce risk, keep a record of the incident, and report to the Information Commissioner’s Office within 72 hours where required. Where a breach is likely to result in a high risk to individuals, affected individuals will also be informed without undue delay.
15. Training and responsibilities
Trustees have overall responsibility for ensuring that Silhouette Youth has appropriate data protection arrangements in place. The CEO / Data Protection Lead is responsible for overseeing this policy and supporting compliance.
All staff, freelancers, trustees and volunteers must handle personal data responsibly and report any concerns, breaches or near misses promptly. Relevant individuals will receive appropriate data protection guidance or training as part of induction and ongoing practice.
16. Complaints and concerns
Anyone with a concern about how Silhouette Youth handles personal data should contact the Data Protection Lead at admin@silyt.com in the first instance.
Individuals also have the right to complain to the Information Commissioner’s Office if they are unhappy with how their personal data has been handled.
17. Review
This policy will be reviewed every two years, or sooner if there are changes to legislation, guidance, organisational practice or if a data protection incident indicates that earlier review is required.
18. Approval
	Signed on behalf of Silhouette Youth
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